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PbKoBOACTBO 3a ﬂOTpe6I/ITeI'IH

CrpaHuua 2

KakBo e CyberGuardian XDR?

I'InapoopI\/la OT HOBO MNOKOJIEHNE 3a pas3lnpeHO 3achndaHe 1 peakuyna

CyberGuardian XDR e nnartchopma OT HOBO MOKO/IeHMe 3a pasLllnpeHo 3acuyaHe 1 peakuus, cb3gafeHa 3a
opraHusaummn, KOMTO U3UCKBAT KOprnopaTuBHa 3almuta 6e3 KopnopaTtusHa CoXHOCT. MiHcTanupaHa Ha Windows
MaLLUVHW, OCUrypsiBa 3acuyaHe Ha 3ansiaxu B peasiHo BpemMe, asToMaruyHa peakums, nokputue Ha MITRE

ATT&CK framework, nogkpena 3a NIS2 u aBye3sndeH nHtepdeiic BI/EN — OT e[JMH NEK areHT,
WHCTasIMpall, ce 3a MUHYTHU.

1. Dashboard

ToBa e nbpBarta cTpaHuLa, KOATo BmxaarTe — Lanara kapTnuHa Ha 3alumMrara B Ha efivH ekpaH. Tpu KTo4oBuy
yncsia nokasBar MOMEHTHOTO CbCTOSIHME: 00LL, 6PO MHUMAEHTU, KDUTUYHWTE W HenpernegaHuTe. Pasgenst
Needs Your Attention aBTOMartu4yHO NPUOPUTU3NPA KaKBO M3NCKBA AelicTBMNE BefgHara. Security Posture Score
0606LlaBa 34paBeTo Ha Lsnara BU MHppacTpykTypa B e4HO ynicio. Cuctemara pasnosHasa 1 Kora egHara
TEXHWKa JOMUHMpPA B JeTekunnTe — 1 BM Hacoysa kbM FP Control 3a npevu3npaHe.

OTrOBOP Ha BbMpoca ,B 6e30MacHOCT /M CbM?" 3a CeKyHAu, 6e3 fa 0buKansaTe 4eceT ekpaHa.

Cyb =

Real-time Protection

Security Operations Center

Your Al-powered security operations center — combining real-time threat detection, behavioral analytics, deception

layers, and incident correlation.
"'\r Run a Scan View Incidents O Open Analytics

367 65 360

Total Incidents Critical Never Opened

© Needs Your Attention

@ 65 critical incidents need containment
Highest risk — ope | contain these fir:

® 360 incidents nobody has opened

AN er 1a
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2. Managed Devices

LieHTpasieH n3rnes Ha BCUUKM KOMMIOTPY C MHCTa/IMpaH areHT. Bikaate o6umst 6poit ycTpolicTBa, KOko ca
OH/1aliH 1 KoMko odpnaliH B MOMeHTa. 3a BCSIKO YCTPOWCTBO — afipec B Mpexara, cTaTyc Ha Bpb3kaTa, 6poit
OTKPUTK 3an/iaxv No HUBO Ha CEPMO3HOCT, BEPCUSi Ha areHTa, HaToBapBaHe Ha npoLiecopa, naMeTTa 1 gucka u
Kora nocnegHo e 610 akT1BHO. LiBETHUTE MHAMKATOPW 3a 3an/iaxy NoKa3BaT Hall-CepUO3HUS HepeLleH

WHUNOEHT. ThbpceHe n CbI/II'ITpI/IpaHe no vme unu ctatycBu n3BeXaar KOHKPETHA MalllHa 3a CEKYHAN.

BmXgarte CbCTOAHMETO Ha BCEKM KOMMKTBHP B OpraHn3aumdaTa ot eHO MACTO — BMECTO Aa npoBepsBaTe BCAKa
MalllMHa nooTAesiHo.

& Refresh

All endpoints with the CyberGuardian agent installed

Total Devices Online . Offline

3 -1 S 2

All Online Offline Search hostname or IP... 3 devices

O Protected: 0 /\ AtRisk: 3 >3 Offline: 2 /- Avg load: 34%

Agent

. Health Last Seen Activat
Version

Hostname IP Address Status Threats

3. Crash Telemetry

AKO areHT Ha HAKOI KOMMIOTBP cpellHe cepro3eH Npo61eliol aBToMaTUYHO A0K/1aABa ToBa U Bue 1o Buxjare
Be[Hara, C MbJ/IHWS KOHTEKCT. Korato efivH 1 Cbll, Npo6/1eM 3acerHe HsKOMKO MaLluHKU, cucTemarta rv rpynupa
— BefHara /inuu Koe e LLUMPOKO PasnpoCTpaHeHO 1 Koe e eAuHNYeH ciydaii. ByToHbT Contact Support
n3npala 3asiBkata AMPEKTHO N0 UMEen ¢ rotoBaTta AnarHocTuka. Korato BCUUKO e Hapef, CTpaHuLaTa nokassa

LAll agents healthy*.

pelwasarte I'IpO6I'IEMI/lTe, A0KaTo Cca MaJlKyu, BMECTO Ada ' OTKpuBatTe KbCHO.




B3 Contact Support © Refresh

Your agents automatically report crashes here, so you can spot and resolve issues early

<

All agents healthy

No crashes reported. Your agents send a report the moment they
panic, so this page stays empty as long as your devices are stable.
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4, Executive Dashboard

CTpaHyLaTa 3a pbKoBOACTBOTO 0606LaBa MeceL,a Ha pasdbupaem e3urK: KOMKO MHUMAEHTA ca perncTpmpaHy,
KOJIKO OT T$SIX ca 06paboTeHM aBTOMATMYHO, KOSIKO OCcTaBaT OTBOpeHU. KtovoBy nokasartenu: Operational
Score, A1 HAa MHUMOEHTUTE C aBTOMAaTMyHa peakumsa 1 CpegHo Bpeme 3a npukiysaHe Ha nHumaeHT. NIS2
Board Risk Overview npeBexga TEXHNYECKOTO CbOTBETCTBME HA OOPA0B €3MK — NPOLEHT Ha FOTOBHOCT 1 Gpoli
KOHTPO/IM NoA, U3nCKyemMms npar.

PBKOBOACTBOTO pa36v|pa 3a MWUHYTW KaKBO C€E € C/Ty4n1o 1 Kbie CTON opraHnsaumaTa cnpsamo N3NCKBaHvAea
npeBoj, OT TEXHUYECKNSA eKunr.

Executive Dashb

High-level security overview and KPIs for decision makers

What Happened This Month

We recorded 120 security incident(s) across 3 machine(s) in the last 30 days, and acted automatically on 52 of them.
65 incident(s) were classified as critical. 91 serious incident(s) are still open and need an owner.

When we act, it takes a median of 56.6 minutes to close an incident. NIS2 compliance currently stands at 62%, with 8 control(s) below the
required threshold.

® 56.6m

Operational Score Incidents Acted On Median Time to Close Automated Response Rate

| out h

a

On-Demand Scans & Still Open Decoy Services

91

Manually started scans. Real-time protection runs Critical or high incidents awaiting resolution Fake services deploved on protected endpoints
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5. NIS2 Compliance

BrpageHa aBTomatnMyHa npoBepka cnpsMo nsnckeaHusaTa Ha Aupektuea NIS2 un. 21 n 3akoHa 3a knbepcurypHocT (4B 6p.
17/ 13.02.2026)

CyberGuardian XDR nognomara oLeHkaTa Ha opraHusauusita cnpsMo npuioxuMmTe nancksaHus. CaHkuumnte npu
HecbOTBEeTCTBUE mMorar fa gocturHat go €10 000 000 cnopef kaTeropusita Ha cybekTa 1 NpUIoKUMUA PEXUM.
MnatchopmaTa nognomara paéorara no 10-Te KOHTPOJIHM AOMeliHa No Y. 21, reHepupa CTPYKTypuUpaHy LoK1aamn
aBTomaru3upa XpoHoorusaTa rno Y. 23 npu UHUUAEHT.

EU NIS2 DIRECTIVE 2022/2555 BG State Gazette No.17 / 13.02.2026 1 5 0/

Overall NIS2 Readiness

Network & Information Security Directive — Compliance monitoring & incident reporting Critical gaps

Dashboard Incident Reporting || Security Controls H Gap Analysis

Controls Passed Warnings Critical Gaps Critical Risk Domains

2/10 6 2 4/10

(® NIS2 penalty ceiling for essential entities is up to €10M or 2% of global annual turnover (whichever is higher); important entities up to €7M or 1.4%. Actual exposure depends on entity
classification and turnover and is set by the competent authority — not estimated here.

NIS2 Article 21 — Security Controls

Risk Assessment Art. 21(2)(a) 45%
Incident Response Art. 21(2)(b) 26%
Access Control Art. 21(2)G6) 72%
MFA & Authentication Art. 21Q2)(0) 67%
Vulnerability Mgmt Art. 2122)(e) 92%
Network Security Art. 21(2)(h) 74%
Supply Chain Art. 21(2)(d) 62%

Patch Management Art. 21(2)(f) 90%

NIS2 Compliance Overview Audit Evidence Vault

PeasiHo-BpemeBa OLieHKa CNPAMO 334 b/DKUTENTHUTE Forensic foka3aTencrsa 3a BCAKO CbbuTue. EKCnopT B
KOHTpOsin no yn. 21. Gap Analysis gasa npuoputnsvpaH PDF, CSV nnn JSON dopmar.

nJsiaH.

Vulnerability Scanner Patch Management

CkaHvpa UHBeHTapa cpeLly HauvoHasiHaTa 6a3a AaHHu 3a Cnefy NpuoXKeHV 1 NPOCPOYEHN security 0GHOBEHUS 1
YA3BUMOCTU B peastHO BPeEME. CTatyCa Ha aBToOMarnvyHuTe 06HOBMEHUS.

Network Security Access Control

MMbieH 0gnT Ha 3alimTHaTa CTeHa no Tpute npodnna, OTkpviBa akayHTV 6e3 napona, U3nLWHN

KI'IaCVIqI)VIKaLI,VIﬂ Ha NoOpPTOBETE MO PUCK. AAMNHNCTPAaTOPCKM NpaBa U HEN3MOJI3BaHU aKayHTHU.



Bwxaare oTBOpeHUTe BpaTu Npeay HAKOW APYT.

MFA & Authentication

[0CTbN M 3almMTaTa Ha NaponunTe B NnameTTa.
OTKpagHaTa naposia cama no ce6e cu npecraea ja e
AocCTaTbyHa.

Supply Chain Security

CkaHupa NnpuiokeHnsTa 3a 3/10BpeaeH codryep,
HEBEPUULMPaHI N3LaTEeNN U OCTapev BEPCUN.

3HaeTe KakBO peasiHO € MHCTA/INPaHO U KOe € PUCK.

Cyber Hygiene & Training

ABTOMAaTM3MpaH OAMT Ha 3ak/ouBaHe Ha ekpaHa, USB
HOCUTENV U 3aLLUNTHUN HACTPOIKM.

— XBaHaTu HaBpeme.

Policy Generator

reHepupa rotoBu Word AOKyMEHTW ¢ NOIUTUKK MO
CUTYpPHOCT, NepcoHa/N3vpaHm 3a BallaTa KoMnaHus.

Backup Security Monitor

akTyaneH backup, BKIHOUATENTHO OTAA/IEUEHO KOMKE.
KoraTo Haii-nowwoTo ce ciyuu, MMa OT KakBo Ja ce

Bb3CTaHOBUTE.

CyberGuardian XDR | cyberguardian.bg | cgs.xdr@gmail.com

MposepsiBa Windows Hello, 3awutarta Ha oTgasieveHms

Masnkute nponycku, npe3 KOUTO cTaBat rosieMuTe NPoGUBM

3aab/mKUTeNnHUTE [OKYMEHTU 32 MUHYTU BMECTO ceaMULN.

[poBepsiBa aBTOMaTUYHO SA/IN UMATe aKTUBEH, 3alUUTEH 1

XBaware ,,3a06paBeHUTE" akayHTU — NIOGUMUSA BXOJ Ha
XaKkepure.

Incident Response

Cneay xypHasa 3a CUrypHOCT B peasiHo Bpeme 3a
HeycneLUHN BM3aHua 1 NoBMLIABaHe Ha npasa.

OnuUTHLT 3a NPOGUB ce BKAa oLle Npu ,YyKaHeTo".

Risk Assessment

Cbbupa pesyntarute ot Bcuukn NIS2 AoMERHN B egyH
npeTerfieH pesy/rar.

EfHO uucno 3a 6opaa, AeTaii/inTe 3a TEXHUUECKUS €KUM

NIS2 Executive Report

CTpykTypupaH compliance foknag, 3a nperneg v nogrotoska
3a nogasaHe kbM CERT-BG.

MoaroTtoBKaTa Ha fOKa3aTe/icCTBa M OTUETHOCT CcTaBa
3HauMTeNHO No-6bp3a.

Training Tracker
LieHTpasnim3mpaH perncTbp Ha 3afib/OKUTENHUTE 06yUYeHNs
C npocnefsBaHe Ha Ba/IMOHOCTTA UM.

Mpu npoBepka Nnokassarte perncTbpa — He cboupare
cepTudmMkaT No UMEennn.

© 2026 CyberGuardian Security EOOD
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Threats

MbnHa KapTnHa Ha 3anjiaxmte — OT CUTHa/In [0 aTtaKyBalll TEXHUKU N pa3y3HaBaTes/IHU JaHHU

6. Threats — Threat Intelligence

Tyk ce cbbupaT BCUYKM 3aCeyeHm 3annaxm — oT 3/10ynotpeba cbC CUCTEMHU MHCTPYMeHTU 1 PowerShell go
ONUTK 3a MHXEKTUPaHe Ha kof. BuwkaaTe o6Lmsa 6poit MHUMAEHTU, KPUTUYHUTE, HEOOpaboTeHnTe U Raw
Signals, nntoc 6pos Ha yHukanHute External Actors. Attack Techniques nokassa Bcsika MITRE ATT&CK
TEXHWKA, 3aceyeHa BbB o/10Ta, C 6poit MHUMAEHTM U KpUTUYHOCT. ByToHBT Al Response Playbook reHepupa

nepcoHas/in3npaH Hapb4yHUK 3a peakuuna.

HUKOra He CTouTe npen 3arnsiaxa c Bbrnpoca ,u cera KaKkBO?" — cucrtemara Bu Ka3Ba KakBo TOYHO Aa HanpaBute.

< Refresh
Who is attacking this endpoint, and how — grouped by technique, process and origin

Detects LOLBins Abuse, 3 . Process Injection and more

Incidents Critical A7 Untouched () Raw Signals

367 360 2347

Ar Attack Techniques MITRE ATT&CK techniques observed on this fleet
7 Process Injection - Defense Evasion
7 Application Layer Protocol - Command and Control
001 @ Remote Services - Lateral Movement

1112 @ Modify Registry - Defense Evasion

1046 ' Network Service Discovery - Discovery

Application Layer Protocol - Command and Control

System Binary Proxy Execution (LOLBin) - Defense Evasion

Hide Artifacts - Defense Evasion

7 OS Credential Dumping - Credential Access

7. Threats — Indicators of Compromise (I0OCs)

basarta gaHHu ¢ nHgukaropu 3a komnpomeTtnpaHe — Hag 1 000 000 akTmBHU 3anuca ot 11 He3aBuCKMMU
CBETOBHU U3TOYHKKA. Besiko 1P, gomeiH nnm alinoB xew, CBbpP3aH C N3BECTHA 3/10HaMepeHa AeNHOCT, € TYyK.
Koraro HAAKOIKO He3aBUCKMMUM M3TOYHMKA AOKNaABaT e4UH 1 Cbll MHAMKATOpP, LOBEPUETO B HEro pacTe

aBTomatnyHo. duntpupate no Tin IOC, HMBO Ha CEPUO3HOCT U U3TOUHMUK.



HOBOPAa3KPUTK rN06a/THN MHAMKATOPU AOCTUraT A0 cucteMarta npu aBToMaTuyHUuTe 06HOBSABAHUS.

5 Indicators of Compromise

reat inte s n multipl

S

10 es Hig y

To S g
1189 343 1181 109

Y Filters
10C Type Severity Level Source

All Types All Severities All Sources
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8. Threats — Threat Intelligence Feeds

Cuctemara ce 3axpaHBa C JaHHV OT BofeLLMTe CBETOBHM U3TOYHKKa 3a 3annaxyu — Haj 1 000 000 akTuBHY
MHAMKaTopa 3a KOMMNpoMeTVpaHe, 06HOBABaHN aBTOMAaTUYHO Ha BCEKM 6 Yaca. Bupkgare BCEKN U3TOUHUK,
cTaryca my n 6pos IOC-oBe, KOUTO HOCK. KOrato HSKO/IKO He3aBMCKMMM M3TOUYHMKA AOKIa4BaT efHa 1 Cblya
3annaxa, [JOBep1eTO B HeA Ce NoBuLLIaBa aBTOMaTU4HoO.

HOBOPAa3KpUTU MHAVKATOPW ce A06aBAT Npu aBToMaTuyHuTe obHoBsABaHMSA Ha threat intelligence.

9. Threats — Exploited Vulnerabilities (KEV)

Bcekn mecey, ce OTKpMBaT XUNA4M YA3BMMOCTU, HO caMO Masika YacT Ce M3MOo/3BaT peasiHo OT arakyBalliy.
Tasu cTpaHuua crien UMeHHo TaxX — OT katasiora Known Exploited Vulnerabilities Ha CISA (abpxaseH
amepyiKaHCcK1 U3TouHKK) CucTemara cBepsBa Kartasiora ChC CopTyepa Ha BallUTe KOMMIOTPY U BU
npeaynpexaasa npu cbBnageHne. B momeHTa KatanorsT cbAabpXka 1 662 3anuca, ot konto 338 ca cBbp3aHu C
ransomware. Ransomware ysa3BMMOCTUTE ca MapKMpaHu KaTto Hali-CrneLuHu.

KOHKpPETEH OTroBOp Ha ,3acTpalleH M CbM TOYHO a3, TOYHO cera?‘ — HacoysaTe ycunmnata t1am, KbAeTo
OnacHOCTTa € peaJiHa.

® Exploited Vulnerabilities (KEV)

es that 'S ar right now

@ Your software is clear

None of monitored prod pear ir i itation cata n finding

Cat: N

2026.08.07

Search @ Ransomware only

CyberGuardian XDR | cyberguardian.bg | cgs.xdr@gmail.com © 2026 CyberGuardian Security EOOD
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Detection

MHOroc/noliHO 3acmyaHe Ha 3anaaxm — CUrHatypwu, noeegeHume n peajiHo-epemMeBso 6n0K|/|paHe

10. Detection — Threat Detection v2

TyKk ynpasnsBarte camoTo 3acuyaHe Ha 3annaxu. Buxaare pasmepa Ha akTvBHaTa 6asa 3a 3acuuaHe (nokasaHa B
nHTepdgelica kato Signatures) - Hag 1 000 000 3anuca - 1 pexrmMa Ha paboTta. CkaHMpaHeTo KOMOVHKPa HAKOIKO
He3aBMCUMM MeToZa Ha aHanu3 nc obnayHa nposepka. MoxeTe Aa kaunte KOHKpeTeH halin 3a npoBepka vpe3
Multi-Engine Scan wniun gupekTHo ype3 VirusTotal 3a He3aBucuma Bepucmkaums.

B/XJATe He caMo 4Ye HeLLO e 3acevyeHo, a TOYHO KakBo e Hanpasuia cucremara — CnpsiHO, OTMEHEHO U
camo nog, HabngeHme.

Advanced real-time file scanning with VirusTotal integration

Engine Status Signatures Scans Today Threats Blocked

Upload File for Scanning

Select a file

Maximum file size: 32MB

Choose File (Scan) Multi-engine scan

Choose File (VirusTotal) VirusTotal upload

11. Detection — Runtime Blocking

Runtime Blocking cnean Bcu4ko, KOETO Ce M3MbJ/IHSABA Ha KOMMOTbPa B peasiHO BpeMe. KoraTo 3aceue
noAo3puTEeNIHO NOBEAEHME, pearnpa HezabaBHO: NpoLecskT e cnpsH HanbHo (Killed), npomsiHaTa e oTMeHeHa
cnepn yctaHoBsiBaHe (Remediated) nnm cboutreTo e 3anucaHo 3a nperneq (Detected). Bcsiko cbbuTtue e

cBbp3aHo ¢ MITRE ATT&CK TexHuka n Risk Score.

3anjaxara e CrnpsaHa B MOMEHTa Ha U3nb/IHeHME — He C/1e KaTo Bpejarta Beye € HaHeCeHa.




Runtime Blocking

Behavioral & signature engine — live process termination enabled

Total events:

Killed — live process terminated @ Remediated — change reverted after the fact @ Detected — logged, no termination

PID Process Reason

12. Detection — Process Tree

MITRE Risk Score Status

BusyanHa kapTa Ha BCUYKO, KOeTo paboTi Ha KOMMIOTbPa B MOMEHTa — 246 npoleca, HapeAeHn no epapxus

poauTen-geTe. Cucrtemara aBTOMaTnyHO MapKupa nogospuTesIHNTE BPb3KWU: NporpamMa, CtaptupaHa oT

HeouyakBaH poauTes, ONUT 3a UHXEKTMPaHe Ha Kof, 3/10ynoTpe6a ¢ NerMTUMHU MHCTPYMEHTU. ABTOMATUYHO

onpecHsaBaHe Ha Bcekn 30 cekyHAu.

Xakepute obuuart Aa ce KpuATt 3aj IertMTuMHN npouecn — TyK MaCKMpoBKaTa UM CTaBa BuanmMma c egunH nornea.

Process Tree
Live process hierarchy - Anomaly detection - MITRE ATT&CK mapping

Q Search process, PID, user... S All Processes - Click to see anomalies

>~ PROCESS NAME & cru

[System Process]

System

Registry

smss.exe

Memory Compression

CyberGuardian XDR | cyberguardian.bg | cgs.xdr@gmail.com

0.0%

0.0%

® 20:52:37 u. £ Refresh

& MEMORY & ANOMALY STATUS

© 2026 CyberGuardian Security EOOD
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Protection & Scans

PeanHo-BpemeBa 3alyTa Ha halifioBeTe N pbYHO CKaHMpaHe Mpu Hyxaa

13. Real-Time Protection

Tasn cTpaHuua cnegu hainoBata cuctemMa HEMPEKbCHATO — BCsKa MPOMSIHA Ce aHa/IM3npa aBTOMaTUYyHO B
MOMEHTa, B KONTO ce criyun. OnacHuTe halinose oTMBaT B KapaHTMHa camu, 6e3 Balla Hameca. HacTpoiiBate
yyBcTBUTENHOCTTA (Threat Threshold) — kosko cTporo Aa ce npunara aBTOMaTUYHOTO AencTBue. PasgensT
What | Am Protecting Right Now nokassa TO4YHO Kov nanku ca nof HabnogeHve 1 Kosko (oaiisioBy oTnevarbka

€ 3arnomMHwIa cncremMmara Ha ta3y MallnHa.

CMOKOIACTBME, Ye KOMMIOTbPBLT ce Nasu cam 24/7 — [0pW KoraTo HUKOI He rieaa ekpaHa.

Real-time file monitoring and threat analysis

Protection Status Additional Paths Settings

. Auto-Quarantine
C:\Users\admin\Downloads
Threat Threshold
Last file checked Downloads and Desktop are always protected. Add

Files scoring at or above this are quarantined
automatically.

What | Am Protecting Right Now 8 CyberGuardianXDR service (SYSTEM, 24/7)

Read directly from this machine - these are the folders the scanning engine is watching, not a saved setting.

[ Folders Watched £ Fingerprints On This PC &} Engine

5 18 Running

Files whose hash is known here, so an unchanged file No scans recorded yet
is never re-scanned

14. Scans — Security Scans

OTTyK cTapTupaTte npoBepka Ha KOMMNITbpa, Korato noxesnaete. Tpu npodunna: Quick Scan (~2 muH, 100
¢paina), Standard Scan (~10 muH, 1 000 dhaina) n Deep Scan (~30+ muH, 10 000 dhaiina). CbmHsiBaTe Ce B
KOHKpeTeH haiin? Kauysate ro n cucremarta ro aHanusmpa ypes Multi-Engine File Scanner. laHHUTe He

HanycCckat MalunHaTta B — CKaHMPaHETO € JTOKa/THO.

KOHTPO/ B pblieTe B — NpoBepsiBaTe BCUYKO NOA03PUTENTHO BeAHara, a pyTUHHUTE NPOBEPKU BbPBAT Camul.




@ Protection up to date

Recommended: scan every 60 days
No scans yet — run your first scan below

& Refresh > Run Scan Now

Run on-demand scans and review your scan history

B Advanced File Analysis

Upload any file for deep multi-engine threat analysis

& Multi-Engine File Scanner

Deep multi-engine threat analysis

)

d or drag and drop

[ )
B Quick Scan Profiles

Start a scan instantly with predefined profiles optimized for different scenarios

% o) Q

Quick Scan Standard Scan Deep Scan

Balanced scan for ar u Comprehensive scan of entire system

~2 minutes ~10 minutes ~30+ minutes

CyberGuardian XDR | cyberguardian.bg | cgs.xdr@gmail.com © 2026 CyberGuardian Security EOOD
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15. Quarantine Vault

Tyk oTMBaT 3a/10BEHUTE OnacHu daiiioBe — n3onnpaHun, 6esonacHu, Ho He U3TpUTU. BnxaaTe 6pos dainose
B XPaHUNLLETO, 3aeTOTO MSCTO 1 HMBaTa Ha cepuno3HocT. Auto-Purge Policy aBTomatnyHO nouncTea ctapu
3anucu no 3agageH ot Bac nepuog (1-90 AHM) 1 HMBO Ha 3ansiaxa. Bcekn dhann moxe ga 6bae npernenaH u

Bb3CTAHOBEH Npu hasilmBa anapma.

3a/10BEHOTO € 06e3BpeeHo, HO HULLO He e 3ary6eHo — (panwmBa anapma ce Bb3CTaHOBABA C €4UH K/IVIK.

= © Refresh
Isolated threats, sealed off from execution

D Files in vault = Space reclaimed /N Critical O High risk

0 OB 0 0

0 sealed on disk held in isolation highest severity elevated severity

% Auto-Purge Policy

Automatically delete old quarantined files

O Delete files older than:

1day 30 days 90 days

O Auto-purge by threat level:

Critical High
Highest risk High risk

s

[ Medium B Llow

Moderate risk Low risk

16. File Integrity Monitoring

Cneamw KpUTUYHUTE CUCTEMHY haiiioBe 3a HEOTOPU3UPAHM NMPOMEHN Ype3 KPUNTOrpadpCkn KOHTPOSTHN CyMU
(SHA-256). O606LeH fleet n3rneg Ha BCUYKN MaLLNHK: GPOV 3alLMTEHM, KOMIPOMETMPaHW 1 HabnaaBaHu
(halinose. 3a n3bpaHa mMallvHa BuxaaTe AeTalinHa pasbreka n MoxeTe fa reHepupare PDF goknag wam ga
cTapTupare Bepudmkaums.

TUXWUTE NOAMEHM Ha CUCTEMHM (haiifioBe CTaBaT BUAVMMMU BeaHara — Ha BCsika MalluHa BbB (pfioTa, C efHa
npoeepka.




File Integrity Monitoring

o a Export Report
All Monitored Files Intact B (PDF)

SHA-256 fingerprinting of critical system files - centralized fleet
monitoring

S mACHINES © PrROTECTED FILES

1 1 12

2. Fleet — All Machines (1) Z Refresh

17. Tamper Protection

MbpBaTta ues Ha BCEeKM CEPUO3EH Xakep e Aa MU3K/I4M 3alimTara B1. Tasum cTpaHmua nokassa 0606LueH
Protection Score (100/100) 1 yetnpu 3awmutHu nnacra: Config Integrity (VALID), Ransomware Canary (ARMED
— 3 kanaHa aktnsHu), Watchdog (ACTIVE) n Process Protection (ACTIVE — 13 KpUTUYHM npoLeca naseHu).

3awuTaTa BKIHOYBA MEXaHU3MU 3a camo3aluuTa.

MHOrOC/10/iHa 3aLimTa, NPoeKTpaHa Aa 3aTpyAHsBa TUXOTO U3K/YBAHE - C BUAMMOCT KbM TEXHUKUTE Ha aTaka, CpeLly KouTo
pa6otu.

Tamper Protection

Self-defense against process kills, config tampering &
ransomware

(» PROTECTED

{C} This Device — Defensive Layers = DESKTOP-OJ1L3NJ

T1562.001 ¥ix Ar o

Config Integrity Ransomware Canary Watchdog Process Protection
VALID ARMED ACTIVE ACTIVE
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Remediation

LIsinocTHO OTCTpaHsiBaHe Ha 3710BpefeH codTyep U MexaHW3Mu 3a YCTORUMBOCT

18. Malware Remediation

CTaHOapTHUAT aHTMBMpPYC Tpue daiina, HO 3/10BPeHUSIT CODTyep OCTaBs KOTBU B cUCTeMara — B PErncTbpa,
ycnyrute n 3agaumte. Yetnpm cneunanmanpaHdn MHCTpyMeHTa rm npemaxsaTt U3 KopeH: Registry Cleanup
(ckaHupa 1 npemaxsa 3/10HaMepPEH 3anncu B perucTbpa ¢ aBToMatuyeH backup npegu nstpmeaHe), Services
Cleanup (oTkpuBa n cnupa 3roHamepeHun Windows ycnyru), Tasks Cleanup (npeMaxsa 310HamMepeHn
nnaHupaxmn 3agaqn) n Deep Quarantine (Mb/iIeH aHaIM3 1 OTCTPaHsABaHe). BCMYKO paboTu NOKa/THO — AaHHWTE
He HanmyckaT maluuHaTa.

HamasisiBaTte puUCcKa 3arnsiaxarta fia ce Bb3CTaHOBM c/ej pectapT.

/2 Malware Remediation

Advanced tools for complete malware removal and system cleanup

7 active threats Ar Refresh Stats

Registry Entries Scheduled Tasks Quarantined

Suspicious entries found Malicious services Suspicious tasks Deep Quarantine backups

Registry Cleanup Available Services Cleanup Available

Scan and remove malicious Windows registry entries Identify and remove malicious Windows services

Scan autorun registry keys Enumerate all services

Detect suspicious entries Detect suspicious services

Automatic backup before removal Stop and delete services

One-click restore Service backup

a) Open Module &) Open Module

Tasks Cleanup Available Deep Quarantine Available

Scan and clean malicious scheduled tasks Complete malware removal with deep scanning

Scan Task Scheduler Deep file analysis
Identify malicious tasks Registry reference scan
Remove suspicious tasks Service dependency check

Task backup Complete removal
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Insights

|/|3KyCTBeH WHTEJNIEKT aHa/In3npa PUCKOBETE N AaBa rNOTOB MJiaH 3a ,El,eVICTBVle

19. Al Insights

TyK N3KyCTBEHUSAT MHTENEKT aHa/IM31pa HENPEKbCHATO BCUYKM JaHHM OT cpejarta Bu 1 faBa KpaTko
0000LU1eHNE Ha eCTECTBEH €3MK — KakbB € PUCKbT B MOMEHTA U KOe 13nckBa BHUMaHue nbpBo. Overall Risk
Score o1 0 go 100 ce pa3buBa Ha NeT cbCTaBHM pakTopa: Threat Volume, Attack Sophistication, Vulnerability
Exposure, Incident Frequency u Security Posture. Live Threat Feed noka3ssa noctbnsaliuTe 3anjiaxu B peasiHo
BpeMe C knacudmkaumsi no npov3sxoa,

BmxXxgarte ACHO KOJIKO CTe 3acTpalleHn B MOMeHTa U 3allo — BMECTO Aa TbJ/IKyBare caMiu I'paQJVIKVI nyucna.

B Generate Report
Al-powered threat predictions and intelligent security recommendations

@ SECURITY SUN

Current security risk is CRITICAL with a score of 82/100. Threat trend is stable. Forecast: 3 high-severity threat type(s) likely to recur in the next 7 days. 1 critical
recommendation(s) require immediate attention: Triage 91 Unresolved High-Severity Incident(s). Most active attack pattern: http (75 events).

Al Engine Al Techniques St s Live Threat Feed Pause

Components Detected
= 50 events detected

How this works:

O http ® 10h ago
192.168.9.128 = @ Local, Local
http Port 61572

Overall Risk Score

Threat Volume

O http ® 10h ago
192.168.9.128 - @ Local, Local

Attack Sophistication 56 http  Port 61572
———

Vulnerability Exposure
O http ®© 10h ago

192.168.9.128 - © Local, Local

20. Predictive Threat Timeline & What-If Simulator

Predictive Threat Timeline noka3sa Kak pacte wiv crnajia akTMBHOCTTa Ha ataku B nocnefHuTe 244, 7 oHU Unu
30 gHu. What-If Simulator e MHCTPYMEHT 3a naaHupaHe: MoAenupare XMnoTeTuYeH CLeHapuin — BuA aTaka,
WHTEH3UTET, NPOAB/IHKUTENHOCT — U BUXAATe KakK TEKYLLMTE BM 3aliMTn 6uxa ce cnpaBuan. IHCTPYMEHTBLT €

N3PNYHO 0603Ha4YeH Kato CumMmynauua, He Kato nsMmepBaHe Ha peasiHaTta cpeja.



3HaeTe He caMO KakBO Ce C/1y4Ba, HO U HaKble Ce ABWXN TEHAEHLUNATA — U MOXETE fa niaHnpare

NnpeBaHTUBHO.

Predictive Threat Timeline

~? |Increasing — 89 events

What-If Simulator

% Planning aid — models hypothetical attack volume against typical control effectiveness. Not a

measurement of your environment.

Threats per Hour: 100

Duration: 24h

Attack Types

Ransomware SQL Injection XSS
Lateral Movement Credential Access
Persistence

Process Injection Defense Evasion

Active Defenses

M CIDEWIALL

CyberGuardian XDR | cyberguardian.bg | cgs.xdr@gmail.com
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21. Behavioral Anomalies & Attack Chain Visualization

Behavioral Anomalies cpaBHsiBa nocnegHute 24 yaca c 7-gHeBHaTa 6a3a — nokassa fasim 06eMbT Ha
3annaxute, honeypot cvbuTHATa, 3acerHaTnTe MallMHU U KPUTUYHUTE 3aniaxuy ca Haj Uav nof HOPMasiHOTO.
Attack Chain Visualization npocnegsasa nporpeca Ha aTakarta rno mawmHa: Reconnaissance — Exploitation —
Lateral Movement - Exfiltration, ¢ 6poli 3acerHat MalyHK1, 060 CbOUTUSA U KPUTUYHU BEPUTK.

Bmxaare He caMmo OTAENTHU MHUMNOEHTHU, a Nb/iHaTa KapTHa Ha atakata — Ha KOW eTan e u Kou MalunHu ca
3acerHaru.

Behavioral Anomalies

{1 Anomaly
24h activity vs 7-day baseline

Threat Volume Honeypot Events

13 13 threats/day 76

Machines Affected Critical Threats he'

2 2 machines/day 6 ¥ 12.5% lower

A+ Attack Chain Visualization Automated

Attack progression per affected machine — Reconnaissance — Exploitation — Lateral Movement —
Exfiltration

3 367 4 2

Affected Machines Total Events Stages Reached Cnitical Chains

Reconnaissance > ¥ Exploitation | > B Lateral Movement > @ Exfiltration

Local — DESKTOP-OJIL3NJ ' CRITICAL

o NN




22. Al Recommendations

W3KyCTBEHUAT MHTENEKT NPEBPBLLA aHaM3a B KOHKPETEH CNNCHK 3a4a4u, NogpeaeHn No NnpuopuTeT. 3a Besika
npenopbka Bmxaate 3allo e npeasiokeHa, 04akBaHOTO BPEME 3a U3Mb/IHEHME, C/TOKHOCTTA 1 KakbB eDEKT Lue
“Ma BbPXY CUIYPHOCTTa B — BK/TOUMTE/THO AMPEKTHA BPb3Ka KbM CbOTBETHOTO NIS2 nsucksaHe. duntpupare

Mo NPUOPUTET U COPTUPATE MO BAXKHOCT.

He NPOCTO CNMCHK C NPO6/IeMN — rOTOB M/1aH 3a AelCTBYE, C NMPUOPUTET U OLEHKA HA YCUIMETO 3a BCsiKa
CTBIKA.

@ Al Recommendations

Search recommendation All Priorities Sort by Priority

Triage 91 Unresolved High-Severity Incident(s)

Incident Response 2 Pending

91 critical or high incident(s) detected on your machines are still open. Each one
should be reviewed, contained or dismissed as a false positive. Unreviewed incidents
are the most common way a real intrusion stays hidden.

ur machines right

Complexty

Impact: Closes the
reporting timeli

NI
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ML Models & Incidents

MalmnHHo 0ByyeHune 3az AeTekumuTe u Kopenvpanu nHumaeHTtn ¢ NIS2 goknagsaHe

23. Machine Learning Models

Tyk BWXOaTe v ynpaensasate U3KyCTBEHUS UHTENEKT 3a4 AeTekumnuTe — ctaTyc Ha mogenute (Ready / Trained),
Gpoin obyyaBally NPoO6K N HE3ABUCMMU XapakTePUCTUNKK, NO KOUTO ce B3emar pelleHusTa. B momeHTa: 113 046
oby4yaBalyy npobu, 29 xapakTepucTukn, 2/12 mogena rotosu. Mogenute ce nogabpxar 1 06HOBABAT LIEHTPasTHO
oT CyberGuardian oT NOTBbpAEHW 3an/iaxu B 3alMTEHNTE CPeAn — He e HeobxoaUMO AeCTBUE OT Balla
cTpaHa.

Al mogenu, kouto ce 06HOBSABAT C noTBbPAEHN OGy‘-IaBaLLI,M OaHHW - 6e3 PBbYHa nNoaapbXKa OT Ballla CTpaHa.

Al-powered threat detection and behavioral analysis

Trained

Model Status Training Samples Features Models Ready

Ready 113,046 29 2/2

Detection Model

Machine learning model that scores observed activity to prioritise analyst attention

—;  This model is maintained and continuously improved by CyberGuardian. It is pre-trained and updated centrally from confirmed threats across protected
environments — no action is required on your part

24. Correlated Incidents

[MoBeYeTo CEepMO3HN aTtakm He ca eHO CbOMTUE, a Bepura OT CTbIKW. Tas3n cTpaHuLa CBbp3Ba OTAENHUTE
CUTHaM B 06LLM UHLUMAEHTW C HUBO Ha CEPMO3HOCT, OCTOBEPHOCT 1 Auto-Response cTatyc. Response
Performance nokassa cpeHOTO BPeMe 3a Npu3HaBaHe, OBMlafsABaHe 1 paspeLlaBaHe Ha UHUMAeHTW. MNpu
WHUWAEHT, n3nckBall aoknaaBaHe no NIS2 un. 23, 6yToHuTe 3a 244 paHHO npeaynpexaexHue, 724
yBegomneHve u Final Report ca AMpPeKTHO A0 Hero.

ynpas/sgBarte uenma oTroBop Ha MHUMAeHTa, ¢ HaCoBHMKa no NIS2 npen o4ynTe cu, ot egHa CTpaHula.




Attack chain reasoning — isolated signals connected into incidents

Active Incidents Auto-Response High Confidence Suppressed (FP)

52 12 5

Response Performance

Mean time to acknowledge Mean time to contain Mean time to resolve Never picked up

— — )

from 0 incides from 0 incidents from 0 incidents of 0 open

Averages are computed only from incidents that actually reached each milestone. A dash means no incident has reached it yet — it is not a zero.
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Bcekn MHUMAEHT nokassa: MaluvHa, HMBO Ha Al puCK, JOCTOBEPHOCT U BepAUKT. Pasrbeare nHungeHta n
BMxAare nbaHus Attack Storyline — Bcsiko cbouTme no xpoHonornyeH peg ¢ MITRE TexHuka. NIS2 deadlines
nokasBaT 06paTHOTO 6poeHe [0 KpaliH1S CPoK 3a AoknaaBaHe. MoxeTe ga gobasute 6enexka kbm audit trail,

[la Mapkupare kato False Positive unn ga paspelunte UHUUAEHTA.

Active Incidents

o All Machines

HIGH Confirmed
Al risk  confidence verdict

INC-20260810-0385 O MITKOLAPTOP A Suspicious Living off the Land (LOTL)

8 events ~

B NIS2 Art. 23 report: 24h Warning 72h Notification Final Report v Resolve & Suppress (FP) Always expected here

Description PIDs First Seen
Multiple LOLBins used in sequence 33816, 24360, 10036 b 10.08.2026 16:51:54
Move to: Investigating False Positive
e audit trai

(© NIS2 deadlines: = 24h early warning: 19h 54m left 72h notification: 67h 54m left

O Attack Storyline — 8 events

© HIGH 16:51:54 u.
Port scan detected: 16 inbound TCP connections from IP 192.168.192.92 in 60s
Process:

® HIGH 16:51:54 u.
Port scan detected: 16 inbound TCP connections from IP 192.168.192.92 in 60s

Process: 1

25. FP Control

Crictemara pasrpaHmyasa JIETUTUMHUATE CUCTEMHM MPOLLECU OT MacknpaHuTe 3ansiaxu ypes Suppression Rules u Trusted
Processes. Suppression Rules no3sonsear ga feuHipare kombrHaummn npoLec + poguTencki npoLec + npuyunHa, npu
KOUTO aflapmara ce notucka aBromatmyHo. Trusted Processes no6ass npouecu no nme n SHA256 xeww. B momeHTa: 14

npasuna, 6 [oBepeHu npoleca, 5 aBTOMaTUYHO NOTUCHATMU.

HamasnisaBarte C*)aJ'ILIJI/IBI/ITe NOJSTOXNTESTHU CUTHaJTU U HacouBaTe eknna KbM No-BEPOATHUTE peasiHn 3aniaxu.




False Positive suppression — enterprise-grade alert accuracy

Suppression Rules Trusted Processes Auto-Suppressed Active Incidents

14 6 5 113

Suppression Rules Trusted Processes

Add New Rule Add Trusted Process

+ Add Rule + Add Trusted

Windows Defender
built-in

Windows Security Health
built-in
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26. Security Analytics

O606LleHa kapT1Ha Ha BCMYKO, KOETO YCTPOCTBAaTa B/ peasiHO ca AOoK1aABasivi — He NPOrHo3u, a AaHHu oT
peasniHy MHUMAEHTU. BuxaaTe MHUMAEHTU, KDUTUYHUTE, HENPEernegaHnTe 1 3ageiicTBaHnTe endpoints 3a
n3bpaH nepuog (7 aHn / meceu,). Security Posture Score 0606L1aBa 34paBeTo B e4HO 4Mci0. AKO efHa-
e[MHCTBEHA TEXHMKA AOMUHMPA B cTaTUCTUKATa, cucTemara U3pryHo ro noco4sa 1 npenpawa kbm FP Control.

IpadpmkaTa Incidents Over Time nokassa TeHAeHUMATA MO OHW.

pasunTaTte Ha peasiHu AaHHK OT BallaTta cpefa — M cucTemara cama Bv nNpefynpexanasa, Korato LymHa
[eTEKLMS MOXE Aia U3KPUBY KapTuHaTa.

What your endpoints actually reported — every number below comes from real incidents

Incidents Critical £9 Never opened Endpoints

367 360 3

from 2347 raw signals 3 new today 1 handled, 5 suppressed 24 technigues seen

@® 55% of your incidents come from a single technique (T1055 Process Injection). One noisy detection can bury the rest. Review it under FP Control before drawin
conclusions from the charts below.

Security Posture Incidents Over Time

16

AT RISK

Unresolved critical incidents
Open the Incidents page and contain these first.

Incidents nobody has opened

An alert nobody reads is an alert that did not
happen.

27. Email & Phishing Scanner

duWMHIBT e atakysaly, Bektop Nel. CkeHepbT ce CBbp3Ba ¢ nowjara Bu ypes App Password 1 aHanusnpa
BCSIKO MMCMO MHOTOC/10/iHO — npoBepka Ha URL-1, gomeiHn n npukadeHn daiisnose cnpsamo Hag 1 000 000
3/10HaMepeHn nHaukaropa. HactpolikuTe ca B oTAenHus pasgen Settings. Buxaate Scanner Status, 6pos

CKaHunpaHu nncma, OTKpUTn (*)I/ILIJI/IHF onuTn 1 6esonacH1 nucma.

noA03pMUTENHOTO MUCMO MOXe Aa 6bAe MapkvpaHo NPeay CAyXUTeNsT fa KInKHE.




#3 Go to Settings
Scan your inbox for phishing attempts and malicious emails

Scanner Status Total Scanned Phishing Detected Safe Emails

No Email Accounts Configured

Add an email account in Settings to start scanning for phishing emails

8! Go to Settings
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28. Live Honeypots

MpumamknTe ca hanwmey ycnyru, paboTtelum Ha endpoint-a, KOMTO U3rexaar UCTUHCKM 3a aTakyBalums. Beako
CBbp3BaHe C TAX Ce TpeTnpa KaTo CUIHO NOLO3PUTENTHO, Thil KATO IETMTUMHUTE NPUMOXKEHNS NO NPaBUI0 HAMAT NpUYMHa
4a rv usnonsear. Buwxaarte: 76 o060 ataku, 9/9 akTMBHU NpYMaMkun (BepuduumpaHmn Ha Tasmn mMmalluHa), 2 Tuna atakm ot 1
cTpaHa. MNprvMamk1Te ce cTapTupaT aBToMaTUYHO OT 3allMTHaTa ycnyra u paboTaT AeHOHOLLHO.

O6p'bLLl,aTe nrparta — XakepbT CU MUC/IK, He BU aTakKyBa, a BCbLHOCT BM NMOKa3Ba TOYHO KaK N OTKbAE aTaKyBa.

Fake services running on this endpoint. Any connection to them is unauthorized by definition.

O These decoys imitate services attackers hunt for. No legitimate program on your network has any reason to connect to them — so every hit below is a real

probe, not a false alarm. The decoys are started automatically by the protection service and stay active around the clock.

O

Total Attacks Active Decoys Attack Types Countries

p

29. Performance Monitor

PeanHo-BpeMeBO 34paBe Ha MallvHaTa 1 npenopbku 3a ontummauyms. Health Score ot 0 go 100 nokasea
o6uwoTo 3gpase. Buxpgare CPU Usage, Memory Usage, Disk Usage n Top Process B pea/iHO BpeMe.
CucTtemara naeHTudmnumpa TecHATE MecTa 1 npeanara KOHKpeTHN nofgobpeHus. Export Report reHepupa PDF

¢ nbnHua health aHanms.

3almTa, KOSATO Criefmn a He npeyun — BuxKaaTe YepHO Ha 65710, Ye KOMMITbPBLT paboTn Jobpe.




o0l Performance Monitor

Real-time health of this machine and optimization insights

o) Export Report

System Health Overview

L of this machine

CPU USAGE - MEMORY USAGE

16.6% 78.7%

HEALTH SCORE

DISK USAGE 4 TOP PROCESS

msedgewebvi...

7.7%

O PID: 4744
134.4 GB free of 475.1 GB CPU:

POOR

© Uptime: 101h 9m
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30. Process Protection & Monitoring

Tasn cTpaHuLa nasu paboTtelute nporpamu oT MaHunynaums. Cneauv B peasiHo Bpeme: Service Status (Running),
Total Processes (247) n Suspicious npouecu (0). Advanced Monitoring e aktueeH B Production pexum ¢
Auto-Monitoring n gasa onuuu 3a pb4yHo Trigger Scan n Dismiss Alerts. Anti-Termination 3aTpygHaBa onutuTe Ha
3710BpesieH codpTyep Aa 13kium 3awmTara, a Self-Healing 5 Bb3cTaHOBsIBa aBTOMATUYHO NpY CPUB.

3aluTa, NpoeKTpaHa Aa 3aTpyaHaBa TUXOTO M3K/IH0UBaHE - eiHa OT MbPBUTE Lie/IM Ha aTakyBaLlys.

@ Process Protection & Monitoring

Anti-termination, self-healing & advanced threat detection

&) PLATFORM £} SERVICE STATUS iii TOTAL PROCESSES N suspicious

B windows Running @ 247 0

THREATS

Advanced Monitoring *ACTIVE  PRODUCTION

to-Monitoring Active —~
on run ically via Q Trigger Scan _ Dismiss Alerts

31. Software Updates

BwxkaaTe TouHaTa Bepcus Ha areHTa (Tekyuia: 2.0.2 Sentinel, Built August 10, 2026) 1 nbaHaTa UCTopus Ha
o6HoBneHusTa: 2 Major, 0 Minor, 2 Patch Bepcun. Update Health noka3sa kora e npoBepeHo nocsiefHo, KO/IKO
06HOB/IEHMA Ca MHCTaNMpaHX 1 Ko kaHan ce u3nonssa (Stable). ABTomaTnyHOTO 06HOBSIBaHE Ce ynpasnsisa

OT TYK.

3almTtara Bu € BUHarn aktyajiHa — M MOXETeE Aa ro gokKaXXeTe C NbJ/IHa oAnT-rotoea NCTopuA.




% Software Updates

Keep your CyberGuardian Al secure and up-to-date

@ Current Version

Actively protecting your system

Just now

2.0.2 g==

Built on August 10, 2026

INSTALLED

Update Status N <> Check for Updates

Check for the latest secu
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32. Configuration Management

Tasn cTpaHnLa nokassa To4HaTa KoHhurypaums, KOATo areHTbT npuaara B MOMEHTA - B peasiHO BpeMe, B pexuM 3a
nperned. Bmkgate: Protection (Active), Sensitivity (75/100), Auto-quarantine (On) n Exclusions (0). Export Configuration
cBans TekyLuTe HacTpolikm kato JSON chaiin - nonesHo 3a backup nam konvpaHe kbm Apyra MatumHa. Import
Configuration 3apexga HacTpoiiku oT daiin c aBTomaTnyeH backup npean npomsHara.

3HaeTe TOUHO KakBa KOH(Mrypalusi paboTi Ha BCsika MallvHa — 1 MOXeTe [ia 51 IPexXBbpAnTe Uin
Bb3CTaHOBWTE 3a CEKYH/IM.

&

Export, import, and manage system configuration backups

4 Currently Active Protection Refresh
Liv g Y S v

\uto-quarantine

Active

&) &)

Export Configuration Import Configuration

Download current system configuration as JSON file Restore system configuration from JSON file

&, Export Configuration T, Import Configuration

33. Settings

Tyk ynpasnssare nssectusarta (Email Alerts, Desktop Alerts, Critical Only, Alert Sound) n Bu3yasiHuTe
npeanountaHusa (Compact Mode, Animations). Email Alerts nsnpawart 0606LeHne Npy HOBN MHUMAEHTU KbM

nnueHsHua nmein. Desktop Alerts nokassaT HatMBHa Windows HoTMdmKaumusa npu HoBa 3annaxa B Live Feed.

HacTpoiiBaTte cucTemara Aa By yBeLOMsiBa MO HauMHa, No KOMTO paboTute — 6e3 LyM, HO U 6e3 NponycHaTy
anapmu.




Configure your CyberGuardian preferences and system settings

Notifications

Email Alerts

Sends a summary email to your license contact address when new incidents are detected.
Requires a contact email on your license.

Desktop Alerts
Shows a native desktop notification when a new threat appears in the live feed.

Critical Only
Limits alerts to CRITICAL and HIGH incidents only. Off by default so you don't miss anything.

Alert Sound

Plays a sound in the app when a new threat appears in the live feed.

Appearance

Compact Mode
Reduce spacing and padding

Animations
Enable smooth animations

34. Settings — Organization Profile

OTaenHuUAaT npodna Ha opraHmMsaumsTa cboupa gaHHuTe, HyxxHn 3a NIS2 noknagute: Organization Name,
EIK/Bulstat, Address, Contact Person, Contact Email, CERT-BG ID n System Description. NIS2 Profile
Completeness nokasBa kakbB NPOLEHT € Nonb/IHEH. Te3n AaHHM 3axpaHBaTr aBTOMaTtuyHo Bcuykm NIS2

Joknaaw.

nonbfBare faHHUTEe Ha opraHnsaunsaTa Cu BeAHbX — U Te 3axpaHBar asToMaTtuyHo Bcuykn NIS2 goknaan
OTTaMm HaTaTbK.




Organization

NIS2 Profile Completeness 1/17 - 6%
L |
These details feed your NIS2 compliance reports. Fill them all in to be report-ready.

Organization Name

[ Your Organization

EIK / Bulstat

[ 123456789

Address

-

1 Example St, Sofia

.

Contact Person

-~

John Doe

L

Contact Email

[ security@example.com

CERT-BG ID

[ CERT-BG-XXXX

System Description

[ Critical network infrastructure for...
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35. KakBo nonyyaBate ¢ CyberGuardian XDR

KakBo o3HauyaBa 3a Bac

Dashboard — Security Operations Center

Managed Devices (Fleet)

Crash Telemetry

Executive Dashboard

NIS2 Compliance — 15 mogyna

Threat Intelligence + 10C (1M+)

Exploited Vulnerabilities (KEV)

Detection v2 + Runtime Blocking

Process Tree

Real-Time Protection

Tamper Protection (100/100)

File Integrity Monitoring

Malware Remediation

Al Insights + ML Models

Live Honeypots (9 akTuBHMU)

Email & Phishing Scanner

FP Control + Security Analytics

LianaTa 3awuta Ha eanH eKpaH — UHUMAEHTU, KPUTUYHN,
HenpernegaHu n Security Posture Score

BCUYKM MaLLIMHK HA €4HO MSICTO — CTaTyc, 34pase, 3aniaxu, Bepcus
Ha areHTa

I'Ipo6neM Ha KOATO 1 Aa € MallnHa — Bugnm BefHara, UeHTpasiHo, C
rotoea AnarHoOCTuKa

P1KoBOACTBOTO BUXAa pUCK, TeHaeHuun n NIS2 ctaTtyc Ha
pasbupaem e3unk

NIS2 pokasatesnctea v [oK1aay 3a npernes npeay nogasaHe

HoBopasKkpuT MHANKATOPU ce [06aBAT Npu aBTOMATUYHM
obHOBsIBAHUSA

BmxaaTe ganu Ball codpTyep e nof peasiHa ataka TOYHO cera — He
abCTpakKTeH CMMCHK

3annaxara e crnpsHa B MOMEHTa Ha U3MbJ/IHEHNE — He Criej,
HaHeCeHa Bpeaa

XakepckaTta MackMpoBKa 3a/i IerMTUMHU NpoLecy — BUAUMA C eAVH
nornes

KoMMioTbpbT ce nasu cam 24/7 — [0opwv Korato HUKOM He rnega
ekpaHa

4 3alMTHM NnacTa 3aTpygHaBaT TUXOTO U3K/THYBaHe Ha 3awmTara

TuxuTe NoAMEHN Ha CUCTEMHM cpa|7|n03e — BUAMMK BeaHara Ha
BCAKa MallnHa

Mpemaxsa chaiinose u persistence MexaHu3mMu

O6sICHEH pUCK, TEHAEHLMM 1 TOTOB NJaH 3a AeicTene

Mopo3puteniHaTa akTMBHOCT CpeLLly NpUMaMKiTe ce Bikaa
OTAE/NHO

3awmTa oT atakysall, Bektop Nel — AMPEKTHO B nolata, npeau Kamk

Hamanasa q:)aﬂLLIVIBVITe CUTHaJTU U Haco4vBa KbM
No-BepPoOATHUTE 3ansiaxu.



EfuH nek areHT VHcTanmpa ce 3a MuHyTu Ha Bcska Windows 10/11 matumnHa
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LFAILED TO HACK" - CyberGuardian XDR 3aceude u 6710kupa cumysiupaHama amaka.

36. KOHTaKT U nuueH3unpaHe

cgs.xdr@gmail.com ¢ cyberguardian.bg

Business | Professional: ot €89/roa.* « Enterprise: nepcoHanHa ocepTa

MoHepenHuk - MeTbk, 09:00 - 18:00 Y. « KpUTUYHM MHUMOEHTU: NbPBOHAYa/IEH OTFOBOP A0 2 Yaca

* HayasiHaTa LieHa 1 INLEH3HNAT 06XBaT ce YTOuYHABAT B ocdhepTata. NIS2 thyHKLMMTe nognoMaraT CbOTBETCTBUETO U He
npefcTaBnsABaT PerynaTopeH cepTudikar.

CyberGuardian XDR e npogykT Ha CyberGuardian Security EOOD, Bbnrapusi. Bcuuky npasa 3anasexum © 2026.
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